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I 

 

Abstract 

Face recognition systems are now being used in many applications such as 

border crossings, banks, and mobile payments. The wide-scale deployment of 

facial recognition systems has attracted intensive attention to the reliability of 

face biometrics against spoof attacks, where photos, videos, or a 3D mask of a 

genuine user’s face can be used to gain illegitimate access to facilities or services. 

The widespread deployment of face recognition-based biometric systems 

has made face Presentation Attack Detection (PAD) an increasingly critical issue. 

Most existing Face Anti-Spoofing (FAS) methods capture various cues (e.g., 

texture, depth, and reflection) to distinguish the live faces from the spoofing 

faces. All these cues are based on the discrepancy among physical materials (e.g., 

skin, glass, paper, and silicone). 

In this thesis, an effective system against face spoofing attacks is proposed. 

In this system, two algorithms have been used which are (CNN, eye blinking). 

The advent of deep learning algorithms has further increased the 

performance of face recognition systems, which in turn, has led to its increased 

usage in commercial applications and access control environments. A deep 

Convolution Neural Network (CNN) has been used in the proposed method. An 

eye blink detection method is added to robust the result.  

The proposed method in this thesis is conducted using the Multispectral 

Latex Mask-based Video Face Presentation Attack (MLFP) dataset (contain two 

types of masks the dataset is divided into 80% for training and 20% for evaluation 

during the training process. The accuracy obtains in our methods is 100%, 

Precision is 100%, recall is 100% and F1-score is 100%.  
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CHAPTER ONE 

GENERAL INTRODUCTION 

 

1.1 Introduction 

In recent years, face recognition has been widely used in various 

interactive and payment scenes due to its high accuracy and convenience. 

However, such a biometric system is vulnerable to presentation attacks (PAs). 

Typical examples of physical presentation attacks include print, video replay, 

3D masks, and makeup. To detect such PAs and secure the face recognition 

system, face anti-spoofing (FAS) has attracted more attention from both 

academia and industry point of view [1]. 

In the past decade, several hand-crafted feature-based [2] and deep 

learning-based [3, 4] methods have been proposed for presentation attack 

detection (PAD). On one hand, the classical hand-crafted [5, 6] descriptors 

leverage local relationships among the neighbors as the discriminative 

features, which is robust for describing the detailed invariant information 

(e.g., color texture, moire’s pattern, and noise artifacts) between the live and 

spoofing faces. Furthermore, due to the stacked convolution operations with 

nonlinear activation, the convolutional neural networks (CNN) hold strong 

representation abilities to distinguish the bona fide from PA. However, most 

existing CNN and handcrafted features are designed for universal image 

recognition tasks, which might not represent fine-grained spoofing patterns 

in FAS tasks. 

In 2021, 4.66 billion people were active internet users, in the world out 

of the 7.83 billion global population encompassing 59.5 % of the global 

population [7], of which, 92.6% access the world wide web using mobile 

devices, with a very large amount of images and videos are uploaded to the 
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Internet each day. This includes millions of photos and over 400 hours of 

video content uploaded to Social media and YouTube every minute.  

1.2 Related Works 

The detection of manipulated videos is much harder than fake image 

detection due to the solid corruption and degradation of the data of the frame 

after video compression [8]. A great challenge for methods designed to detect 

fake videos because of their temporal attributes that are differed among 

frame-sets. Several related methods to the proposed method in this study have 

been reviewed in the literature. 

H. Phuong Nguyen, et al. [9] in 2016, present a method for studying the 

problem of spoofing attack detection for facial recognition systems was 

proposed. There are real and fake faces in front of the sensing device (a 

camera in the phone) that has variations in the surface of micro-textures used 

to discriminate against pictures of face-spoofing. First, the wavelet-based de-

noising method is used in estimates the noise of the image. The system 

exploits the distribution statistical behavior of local noise variances, which 

function differently between real and imaginary representations of faces. 

Testing the method was on two databases that were developed in their 

laboratory. Support Vector Machine (SVM) is used for the classification 

system. The results of the experiment indicate that the proposed method has 

an encouraging result for the NLV-3 features classification, can arrive at a 

high sensitivity of detection larger than 80% for just a very small rate of false-

positive and less than 2.5%. 

 

S.Yi Wang et al.[10 ] in 2017, proposed two novel features for face liveness 

detection systems to protect against printed photo attacks and replayed attacks 

for biometric authentication systems. The first feature obtains the texture 

difference between red and green channels of face images inspired by the 



Chapter One  General Introduction 

3 

 

observation that skin blood flow in the face has properties that enable 

distinction between real and spoofing face images. The second feature 

estimates the color distribution in the local regions of face images, instead of 

whole images, because image quality might be more discriminative in small 

areas of face images. These two features are concatenated together, along 

with a multi-scale local binary pattern feature, and a support vector machine 

classifier is trained to discriminate between living and spoofing face images. 

The experimental results showed that four public domain databases (the 

NUAA, CASIA, Idiap, and MSU databases) showed encouraging success for 

face spoof detection on images. While the proposed method did not reliably 

produce the best performance for each database, it performed excellently in 

terms of accuracy rate (96.69%), EER (7.01%). 

 

A.Agarwal et.al. [11] In 2017, presents a unique multispectral video face 

database for face presentation attacks using latex and paper masks. The 

proposed Multispectral Latex Mask-based Video Face Presentation Attack 

(MLFP) database contains 1350 videos in visible, near-infrared, and thermal 

spectrums. Since the database consists of videos of subjects without any mask 

as well as wearing ten different masks, the effect of identity concealment is 

analyzed in each spectrum using face recognition algorithms. They also 

present the performance of existing presentation attack detection algorithms 

on the proposed MLFP database. It is observed that the thermal imaging 

spectrum is most effective in detecting face presentation attacks. Similarly, 

using RDWT+Haralick features in the thermal spectrum, indoor videos are 

detected with 89.9% accuracy as compared to 88.8% accuracy for outdoor 

videos 

 

X.Sun, et al. [12] in 2018, presents a novel multimodal face anti-spoofing 

method, which makes full use of available information on RGB-D images and 
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no manually chosen regions are needed. For every pair of RGB-D images, 

first of all, they calculate the correlation between color and depth images to 

detect multimodal properties; then, by analyzing the consistency of sub-

regions extracted from the depth image, they were able to distinguish flat 

spoofing faces from genuine human beings. Both anti-spoofing features were 

fused to make final antispoofing decisions. Experiments on both self-

collected and pubic 3DMAD datasets show that our proposed method is 

effective for intra-dataset and cross-dataset testing scenarios and that their 

method could deal with different presentation attacks carried by photos, tablet 

screens, and face masks. , the mean accuracy is 99.40% for proposed frame-

level results during several cross-validation procedures. 

 

Y. Liu, et al. [13 ] in 2018, introduce noise modeling and de-noising 

algorithms, they identify a new problem of face de-spoofing, for anti-

spoofing: inversely decomposing a spoof face into a spoof noise and a real 

face, and then utilizing the spoof noise for classification. A CNN architecture 

with proper constraints and supervision is proposed to overcome the problem 

of having no ground truth for the decomposition. Evaluated their work on 

three face anti-spoofing databases, with print and replay attacks: Oulu-NPU, 

CASIA-MFSD, and Replay-Attack. Oulu NPU is a high-resolution database, 

considering many real-world variations. Oulu NPU also includes 4 testings. 

The results show promising improvements due to the spoof noise modeling. 

Moreover, the estimated spoof noise provides a visualization that helps to 

understand the added spoof noise by each spoof medium with achieving an 

accuracy of 82%. 

 

H. Li, et al. [ 14 ] in 2018, proposed a method that how to train a network 

with limited face samples in a particular environment. In face anti-spoofing, 

it is practical to collect sufficient fully labeled training data samples captured 
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under one invariant environment (e.g., limited types and modes of attacks). 

First, trained deep neural network based on reasonably sufficient labeled data 

in an attempt to “teach” a neural network for the application-specific domain 

for which training samples are scarce. Subsequently, trained sample pairs 

from both domains and formulate a novel optimization function by 

considering the cross-entropy loss, as well as a maximum mean discrepancy 

of features and paired sample similarity embedding for network distillation. 

Thus expect to capture spoofing-specific information and train a 

discriminative deep neural network on the application-specific domain.  In 

the testing stage, the remaining samples in the corresponding database which 

was adopted as the application-specific domain are used for performance 

evaluation. This protocol also simulates the scenario for which it is 

impractical to collect samples from many different identities in the training 

stage for the application-specific domain. Since they focus on the problem of 

face anti-spoofing with limited face samples, the Equal Error Rate (EER) is 

adopted to measure the detection performance. 

 

S. Priya, et al. [15] in 2019, Histogram of Directed Gradients (HOG), Local 

Binary Pattern ( LBP), SIFT, VGG16, Shallow CNN, and Inception-

ResnetV2, for face spoofing detection, are a comparative study of various 

local description and off-shelf deep networks for feature extraction. Besides, 

the function extracted via local descriptors and deep networks evaluates three 

classifiers trees for decision, (SVM), and Artificial Neural Network (ANN). 

A conveniently accessible YALE face dataset embodying actual and false 

facial photographs was used to perform the assessment. The dataset consists 

of 5121 real entries and 7508 images that are fake. The study findings showed 

that when graded with ANN, the optimum forecast accuracy of spoof and real 

were achieved with the outset of ResnetV2 features, and approximately 96.23 

percent accuracy is achieved. 
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R. Ramachandra, et al. [ 16] in  2019, Proposed the method that presents an 

empirical study on both vulnerability analysis and presentation attack 

detection for commercial face recognition systems (FRS) using custom 3D 

silicone face masks corresponding to real subjects. Bonafide presentations for 

the corresponding subjects, as well as PAs, have been collected using three 

different smartphones, iPhone X, Samsung S7, and Samsung S8. This is the 

largest custom silicone mask dataset (compared to earlier works) collected so 

far. The experiments indicate that the two commercial FRS are vulnerable to 

PAs based on custom 3D silicone face masks, especially when the operating 

threshold corresponds to higher values of False Accept Rate (FAR). When 

the threshold is set at the lower values of FAR (e.g., FAR = 0.01%), both 

commercial FRS are not vulnerable to the custom silicone mask PAs. The 

state-of-the-art feature extraction algorithms evaluated in their study, all 

characterize image-texture information using: Local Binary Patterns (LBP) 

[28], Binaries Statistical Image Features (BSIF), Local Phase Quantization 

(LPQ), Image Distortion Analysis (IDA), and Color texture. 

 

W. Sun, et al. [17] in 2020, Proposed the method that a state-of-the-art face 

spoofing detection method based on a depth-based Fully Convolution 

Network (FCN) was revisited. Proposed the Spatial Aggregation of Pixel-

level Local Classifiers (SAPLC), which is composed of an FCN part and an 

aggregation part. The networks were then trained using stochastic gradient 

descent with a mini-batch size of 10 examples and a momentum of (0.9). The 

training is stopped after 100,000 iterations. Since all datasets contain 

segmented videos, each video has a single label. In the testing stage, the 

frame-level testing probabilities are temporally averaged to obtain the video-

level decisions. The performance reported in their experiments is based on 

video-level decisions. The proposed SAPLC was compared with 
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representative deep networks and some state-of-the-art methods in 

experiments on the CASIA-FASD, Replay-Attack, OULU-NPU, and SiW 

datasets. The performance of the SAPLC on the cross-dataset evaluation is 

generally lower than that on the intra-dataset evaluation. In the future, domain 

adaptation methods can be introduced into the SAPLC framework such that 

the cross-domain performance can be improved. Besides, the partial attack in 

the SiW-M dataset is another novel and tough problem that needs to be 

handled. The proposed SAPLC achieves an overall AUC of 92.58%, ranks 

first in the comparison of four methods. 

 

K. Kotwal and S. Marcel. [18]  In 2020, proposed a CNN-based face PAD 

method to detect 3D mask attacks in the NIR channel. This method employs 

a patch-pooling mechanism to learn textural cues from the final Conv layer 

of CNN. They have also demonstrated that a CNN, pertained for FR using 

visual spectrum data, can be directly used to compute the patch-pooled feature 

descriptor. The proposed PAD method has been tested on two publicly 

available datasets that consist of masks made of paper, latex, and silicone. 

Excellent results, on both datasets, indicate that the patch pooling mechanism 

is well-suited for discriminating mask-based PAs in the NIR channel. The 

accuracy of the worst trial is above 97%. 

 

Shan Jia et al. [19], 2020, From the perspective of fine-grained classification,  

address the problem of detecting these realistic 3D face presentation attacks 

and suggest a novel Anti-spoofing process. This system, which uses 

factorized bilinear coding of multiple color channels (MC FBC) to learn 

subtle fine-grained differences between real and fake images, aims to learn 

subtle fine-grained differences between real and fake images. They developed 

a principled approach to 3D face spoofing detection by extracting 

discriminative and fusing complementary information from RGB and YCbCr 
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spaces. To aid the study of 3D face presentation attack detection, a large-scale 

wax figure face database (WFFD) of both images and videos has been 

collected as super-realistic attacks. Extensive research results show that the 

proposed method outperforms the competition on both WFFD and other face 

spoofing databases in a variety of intra-database and inter-database testing 

scenarios. The accuracy obtained from this method is 94.74.all these related 

works illustrate in Table (1.1). 

 

 

 

 

 

Table 1.1: Related works of some researchers for face spoofing detection 

Study Year Dataset 
Type of 

attack 
Classifier 

Feature 

extraction 
Accuracy. 

H. Phuong 

Nguyen, et al. 

 [9 ] 

2
0
1
6
 

1317 images 

673 real face  

 644 fake face 

images SVM  

exploits the 

statistic behavior 

of the distribution 

of 

noise’s local 

variances 

80% 

S.Yi Wang et al. 

[10] 2
0
1
7
 

NUAA, 

CASIA, Idiap, 

and MSU 

printed 

photo 

attacks and 

replayed 

attacks 

SVM  

skin blood 

and multi-scale 

local binary 

pattern 

96.69% 

Akshay 

Agarwal et.al 

[11 ] 

2
0
1
7
 

MLFP 
3D Mask 

2D Mask 
binary 

RDWT+Haralic

k featur 

88.8% in 

outdoor 

89.9% in 

indoor 
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Xudong Sun 

[12] 2
0
1
8
 

3DMAD 

 Photo 

attack  

 

SVM  

Four different 

features (color 

diversity, 

blurriness, specu

lar 

reflection, chro

matic moment) 

99.40% 

Y. Liu, et al. 

[13 ] 2
0
1
8
 

Oulu-NPU, 

CASIA-

MFSD, and 

Replay-Attack 

Print attack 

Replay 

attack 

Noise 

modeling 
CNN 82%. 

H. Li, et al.  

[ 14 ] 2
0
1
8
 

Idiap 

REPLAY-

ATTACK 

CASIA 

Image 

video 

Binary 

classifier 

Hand-crafted 

Features 

Deep Learning-

based Feature 

Not 

mention 

Sandan Priya, 

et al 

[15] 

2
0
1
9
 YALE face 

database 

Photo 

attack 

(Printed 

photo) 

-Decision 

Tree. 

- ANN. 

- SVM 

Local Binary 

Pattern (LBP), 

Shallow CNN, 

SIFT, Histogram 

of Directed 

Gradients (HOG), 

VGG16, and 

Inception-

ResnetV2. 

96.23% 

R. 

Ramachandra† 

et al. [16] 

2
0
1
9
 six custom 

silicone masks 

3D mask 

attack 

( high 

quality ) 

convolutional 

neural 

network 

(CNN) 

Eye-brows and 

facial make-up. 
93.57 % 

Wenyun Sun et 

al. [17] 2
0

2
0
 OULU-NPU 

and SiW 

Replay 

attack 

Fully 

Convolutional 

Network 

(FCN) 

Depth-based 

Fully 

Convolutional 

Network (FCN) 

92.58% 



Chapter One  General Introduction 

10 

 

Yunxiao Qin et 

al. [85] 2
0
2
0
 

CASIA 
warped 

Photo 
Meta-Learning  

Hand-crafted 

feature 
99.1% 

Ketan 

Kotwal and 

Sebastien 

Marcel [18 ]  

2
0
2
0
 

WMCA and 

MLFP 

datasets 

masks 

made of 

paper, 

latex, and 

silicone 

Binary 

classification 

patch-pooled 

feature 

descriptor 

97% 

Shan Jia et al. 

[19] 2
0
2
0
 

wax figure 

face database 

(WFFD) 

Video 

attack  

And photo 

attack 

fine-grained 

(RGB vs. 

YCbCr) 

extracted via 

CNN model 

94.74% 

 

1.3 Statement of the Problem 

Face recognition systems are now being used in many applications 

such as border crossings, banks, and mobile payments. The wide-scale 

deployment of facial recognition systems has attracted intensive attention to 

the reliability of face biometrics against spoof attacks, where a photo, a video, 

or a 3D mask of a genuine user’s face can be used to gain illegitimate access 

to facilities or services. 

The difficulty is that they are vulnerable to identity theft assaults. To 

trick the hackers of recognition systems, employ numerous approaches, such 

as using face pictures or videos of people in the database of the system. A 

new kind of attack has arisen using 3D face masks. This form of attack is 

quite effective. Another problematic feature of counter spoofing is the 

difficulties of collecting enough samples for a specific application and 

representative attacks, as might a large percentage of hackers who utilize 3D 

masses. 
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1.4 The Aim of Thesis 

We aim to develop a strong face spoofing system to discern real and 

fraudulent videos through the usage of the CNN and Eyeblink methods. CNN 

consists of 18 layers and uses a Video Presentation Attack database with a 

multispectral Latex mask (MLFP). The use of 2D paper masks and 3D latex 

masks in the visible spectrum replicates facial attacks in this database. Serious 

actions must be taken and methods to detect face spoofing videos must be 

developed to restrict the production of this phenomenon. 

 

 

 

 

1.5 Thesis organization 

The thesis is segmented into five chapters; a brief description of their 

contents is given below: 

Chapter One: This chapter introduces an overview of the work and related 

works. 

Chapter Two: This chapter introduced methods and descriptions for the 

theoretical background and techniques that are used in this thesis.  

Chapter Three: This chapter describes the proposed method with its design 

and implementation and the execution of the stages of the proposed method. 

Chapter Four: This chapter presents the tests and the results of the proposed 

method.  

Chapter Five: This chapter offers conclusions and systems for future work. 
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CHAPTER TWO 

THEORETICAL BACKGROUND 

2.1 Introduction 

Face recognition system has become prevalent in a broad range of 

applications [20]. However, face spoofing attacks are always considered as 

serious threats to these systems. Especially, improvements on information 

acquisition make spoofing algorithms much easier to be designed, leading to 

the situation even more severe. In this sense, it is inevitable to develop 

effective spoofing detection (also called face ant spoofing) methods and 

integrate them with biometric systems to prevent such frauds [21]. A face 

spoofing attack occurs when a person tries to masquerade as someone else by 

falsifying his face and thereby attempting to gain illegitimate access and 

advantages. Based on different fake faces, four types of attacks can be 

considered: (i) printed face photos, (ii) displayed face images, (iii) replayed 

videos, and (iv) 3D masks as shown in Figure (2.1). 

 

Figure 2.1: General attacks in face spoofing [22] 
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In printed face photo attacks, the attacker prints the face photo on paper 

and puts it in front of the camera. In both displayed image and replayed video 

attacks, a digital screen is used to show the face images or replayed videos. 

For a 3D mask scenario, the attacker uses a 3D mask of an authorized person 

to enter the system. Among the above-mentioned face spoofing attack 

scenarios, the printed face photo attacks, displayed face image attacks, and 

3D mask attacks cannot exhibit facial aliveness signals, such as eye blinking, 

lip movements, and facial expression changes.   

    Therefore, detecting replayed video attacks and distinguishing them 

from real faces are more challenging. However, it is also possible to include 

some aliveness information even in the printed face photos and 3D masks. 

For instance, the attacker may cut the eyes area in the mask to imitate the eye 

blinking pattern of the authorized subject. Figure (2.2) shows an example of 

different face spoofing attacks. 

 Figure 2.2: Type of Face Presentation Attack 
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Deep learning has recently given new power that allows building 

artificial intelligence (AI) systems that were not possible a few years ago. 

Today, AI is an explosion technology that solves tasks that require a huge 

amount of calculation power executed by computers. On the other hand, there 

are problems which can be solved by people, like recognizing drawing in 

image, understanding spoken words, or considering the direction and 

obstacles of traffic on roads, based on their intuition and experience. This 

means that with massively parallel processing systems and the introduction 

of complex algorithms these solutions can be figured out much faster and with 

higher accuracy. The computing infrastructure is based on a hierarchy of 

perceptions. Each computing layer is characterized in terms of its relation to 

concepts where the essential layer consists of simple concepts. If we draw a 

graph showing how these concepts are built on top of each other, the graph is 

deep, with many layers. For this reason, we call this approach deep learning 

covering several aspects of machine learning [23]. 

 

2.2 Face Spoofing Detection 

The detection of face spoofing is a counteraction to face spoofing. The 

functionality of the detection module of face spoofing the face recognition 

system is to avoid illegal access by users. This module does not work well 

with most face recognition systems. The detection module for face spoofing 

checks if the user is real or fake. If the input image is shown to be real, it will 

go to the phase of face recognition and if the image is fake, it exits [24].  

Researchers are introducing several approaches for detecting face 

spoofing. Existing techniques of face spoofing detection are classified into:  

A. Texture-based Approach: Texture-based techniques are effective in the 

detection of image attacks. It analyzes the texture pattern of the images 

with the real image present in the database that is captured by the sensor. 

To capture the texture differences, texture descriptors are used. Texture 
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patterns such as print failures, and blurriness to detect attacks are used 

through these techniques. 

It is founded on the premise that there are distinct characteristics 

between real and fake. This method is more often employed because it is 

easy to implement, but it suffers from a low capacity for generalization.  

 B. Motion Based Approach: These techniques compare the motion pattern 

between real user and image which is captured by the sensor. It is based 

on the assumption that 2D faces move differently than real faces. This 

technique is used to find the difference between the real and fake face 

through lip moment, head rotation, and eye movement. Face Spoofing 

Detection Module blinking. The motion-based analysis makes use of 

optical flow analysis of video sequences. High-quality images are required 

for motion-based analysis. 

 

C. Image Quality-based Approach: The technique aims to find the 

difference in quality. This technique is based on the assumption that, 

compared to real faces, and fake faces have lower quality. To measure the 

image quality, features such as chromatic moment, blurriness, and 

specular reflection are considered. 

 

 D. Frequency-based Approach: In this approach, to distinguish between 

real and spoof faces, frequency-based approaches utilizing noise signals 

in the recaptured video. For the detection of face spoofing attacks, these 

approaches are based on frequency analysis. It works under the 

assumption that in recaptured videos there will be a frequency variation. 

 

E. Other Approaches: Recently deep learning approaches, person-specific 

approaches are gaining popularity in the area of face spoofing detection. 

For the deep learning approach, Convolution neural network was utilized 
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for face spoofing detection. Person-specific approaches make use of 

enrolment samples for face spoofing detection. 3D depth, infrared, and 

vein flow detection are the other techniques utilized in the area of face 

spoofing detection. 

 

2.3 Image Forensics 

Digital images count as natural and active media for carrying valuable 

information over the globe. With the release of high-resolution digital 

cameras, PCs, and developed applications of photo editing, digital image 

forgery has become very popular [25]. Methods for detecting inauthentic 

facial images and videos have increased lately due to the massive fake images 

and videos published on the internet and precisely on social media and 

YouTube platforms. Those methods are generally based on finding 

inconsistencies in images, such as finding artifacts [26], detecting distortions 

[27], and assessing the quality of an image [28]. In the context of synthetic 

images, however, the distortions and noise are not easy to detect due to the 

complexity and nonlinearity of the learning process. Two different strategies 

exist to tackle this problem: 

1. Approaches of pure Deep Learning that work as a specific generative 

model detector [29]. 

2. Approaches of semantic that evaluate the realism of the generated faces 

[30].  

The first strategy investigates the noise and color distributions of 

specific networks [31], or trains CNNs for synthetic images in a blindly way 

[32]. On the other hand, they are unqualified to be accepted as general 

mechanisms for synthetic portrait video detection, as they heavily depend on 

detecting artifacts ingrained in specific generative models.  
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However, semantic approaches, employ inconsistencies in the 

biological domain, such as attributes of facial [33], eye blink detection [34], 

and mouth movement inconsistency [30]. 

 

2.4 Face Detection 

Recently, technologies of Artificial Intelligence are developing 

actively, they offer massive feasibility for researchers in many fields. Object 

recognition, forecasting, analysis reaches high grades with the utilizing of 

machine learning and technologies of artificial intelligence. Computer vision 

turned into a very encouraging field of exploration. This territory of 

innovation is the most sought after in regular day-to-day existence. The most 

attractive one in computer vision issues and large effectively investigated is 

face recognition. This improvement brought about the formation of a few 

kinds of libraries and APIs for face location detection [48]. 

Numerous arrangements are grown especially for a specific region, or 

qualified for solving and explaining several at once, set up in a particular 

programming language or with the help of all notable languages. Sometimes, 

among all the assortment of tools, it is not that easy to realize the best suited 

for solving the problem at hand. The most popular algorithm for face 

detection and finding facial expressions in images was the Dlib, which is 

based on the well-known “HOG - SVM pipeline” for object detection [48]. 

Originally, the primary author of the Dlib library is Davis King, it was 

developed in C++ with the support of machine learning applications [49]. The 

development philosophy core of the Dlib library is a devotion to conveying 

ability and usability. Therefore, all code in the library of Dlib is intended to 

be as compact as could be expected under the circumstances and comparably 

to not require a client to design or introduce anything.  
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Using the Dlib library, the bounding box can be gained by the face 

detector “get frontal face detector instruction”. Dliblibraryis a perfect face 

detector and very accurate for extracting the points from frontal faces see 

Figures (2.3 and 2.4). 

 

 

 

Figure 2.3: Reference points for recognizing the face zone [47]. 

 

 

Figure 2.4: A simple process by Dlib’s shape predictor. 
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2.5 Convolutional Neural Networks 

Convolution neural networks (CNN) are a subset of machine learning, 

and they are at the heart of deep learning algorithms. They are comprised of 

node layers, containing an input layer, one or more hidden layers, and an 

output layer. Each node connects to another and has an associated weight and 

threshold. If the output of any individual node is above the specified threshold 

value, that node is activated, sending data to the next layer of the network. 

Otherwise, no data is passed along to the next layer of the network. Primarily 

focused on feedforward networks in this thesis, there are various types of 

neural nets, which are used for different use cases and data types. For 

example, recurrent neural networks are commonly used for natural language 

processing and speech recognition whereas convolutional neural networks 

(ConvNets or CNNs) are more often utilized for classification and computer 

vision tasks. Before CNN, manual, time-consuming feature extraction 

methods were used to identify objects in images. However, convolutional 

neural networks now provide a more scalable approach to image 

classification and object recognition tasks, leveraging principles from linear 

algebra, specifically matrix multiplication, to identify patterns within an 

image. That said, they can be computationally demanding, requiring 

graphical processing units (GPUs) to train models [35]. 

Convolutional neural networks are distinguished from other neural 

networks by their superior performance with image, speech, or audio signal 

inputs. They have three main types of layers (Convolutional layer, Pooling 

layer, and Fully-connected (FC) layer). The convolutional layer is the first 

layer of a convolutional network. While convolutional layers can be followed 

by additional convolutional layers or pooling layers, the fully connected layer 

is the final layer. With each layer, the CNN increases in its complexity, 

identifying greater portions of the image. Earlier layers focus on simple 

features, such as colors and edges. As the image data progresses through the 
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layers of the CNN, it starts to recognize larger elements or shapes of the object 

until it finally identifies the intended object [36]. 

 

2.5.1 Convolutional Layer 

The convolutional layer is the core building block of a CNN, and it is 

where the majority of computation occurs. It requires a few components, 

which are input data, a filter, and a feature map. Let’s assume that the input 

will be a color image, which is made up of a matrix of pixels in 3D. This 

means that the input will have three dimensions, height, width, and depth 

which correspond to RGB in an image. Also, there is a feature detector, 

known as a kernel or a filter, which will move across the receptive fields of 

the image, checking if the feature is present. This process is known as a 

convolution [36]. 

The feature detector is a two-dimensional (2-D) array of weights, 

which represents part of the image. While they can vary in size, the filter size 

is typically a 3x3 matrix; this also determines the size of the receptive field. 

The filter is then applied to an area of the image, and a dot product is 

calculated between the input pixels and the filter as shown in Figure (2.5). 

This dot product is then fed into an output array. Afterward, the filter shifts 

by a stride, repeating the process until the kernel has swept across the entire 

image. The final output from the series of dot products from the input and the 

filter is known as a feature map, activation map, or a convolved feature. 
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Figure 2.5: Apply a Convolution filter to the input image [36]. 

 

As can be seen in Figure (2.5), each output value in the feature map 

does not have to connect to each pixel value in the input image. It only needs 

to connect to the receptive field, where the filter is being applied. Since the 

output array does not need to map directly to each input value, convolutional 

and pooling layers are commonly referred to as “partially connected” layers. 

However, this characteristic can also be described as local connectivity. 

Note that the weights in the feature detector remain fixed as it moves 

across the image, which is also known as parameter sharing. Some 

parameters, like the weight values, adjust during training through the process 

of backpropagation and gradient descent. However, three hyperparameters 

affect the volume size of the output that needs to be set before the training of 

the neural network begins. These include: 
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1. The number of filters affects the depth of the output. For example, 

three distinct filters would yield three different feature maps, creating 

a depth of three.  

2. Stride is the distance, or the number of pixels, that the kernel moves 

over the input matrix. While stride values of two or greater is rare, a 

larger stride yields a smaller output. 

3. Zero-padding is usually used when the filters do not fit the input 

image. This sets all elements that fall outside of the input matrix to 

zero, producing a larger or equally sized output. There are three types 

of padding [36]: 

 

Valid Padding: This is also known as no padding. In this case, the last 

convolution is dropped if dimensions do not align. 

Same Padding: This padding ensures that the output layer has the same size 

as the input layer 

Full Padding: This type of padding increases the size of the output by adding 

zeros to the border of the input. 

After each convolution operation, a CNN applies a Rectified Linear Unit 

(ReLU) transformation to the feature map, introducing nonlinearity to the 

model. 

ReLU stands for rectified linear activation unit and is considered one of the 

few milestones in the deep learning revolution. It is simple yet better than its 

predecessor activation functions such as sigmoid or tanh [37]. 

ReLU activation function formula 

f(x)=max(0,x)       (2.1) 

ReLU function is its derivative both are monotonic. Relu returns 0 if it 

receives any negative input, but for any positive value x, it returns that value 

as shown in figure (2.6) depending on Eq. (2.1). Thus it gives an output that 

has a range from 0 to infinity [37]. 
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Figure 2.6: Rectified Linear Unit [37] 

2.5.2 Pooling Layer 

Pooling layers, also known as downsampling, conducts dimensionality 

reduction, reducing the number of parameters in the input. Similar to the 

convolutional layer, the pooling operation sweeps a filter across the entire 

input, but the difference is that this filter does not have any weights. Instead, 

the kernel applies an aggregation function to the values within the receptive 

field, populating the output array [38]. There are two main types of pooling: 

1. Max Pooling: As the filter moves across the input, it selects the pixel with 

the maximum value to send to the output array [39]. As an aside, this 

approach tends to be used more often compared to average pooling 

because extract robust feature from the image matrix as shown in figure 

(2.7). 

 
Figure 2.7: Max pooling layer [39] 
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2. Average Pooling: As the filter moves across the input, it calculates the 

average value within the receptive field to send to the output array 

illustrate in figure (2.8). 

 

 

Figure 2.8:  Average pooling layer [39] 

While a lot of information is lost in the pooling layer, it also has several 

benefits to CNN. They help to reduce complexity, improve efficiency, and 

limit the risk of overfitting [39]. 

 

2.5.3 Fully-Connected Layer (FC) 

The name of the full-connected layer aptly describes itself. As 

mentioned earlier, the pixel values of the input image are not directly 

connected to the output layer in partially connected layers. However, in the 

fully connected layer, each node in the output layer connects directly to a 

node in the previous layer as shown in Figure (2. 9). This layer performs the 

task of classification based on the features extracted through the previous 

layers and their different filters. While convolutional tend to use ReLu 

functions, Fully Connected (FC) layers usually leverage a softmax activation 

function to classify inputs appropriately, producing a probability from 0 to 1 

[40]. 
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Figure 2.9: Convolution Neural Network layers [40]. 

 

2.6 Convolution Neural Network Elements 

2.6.1 Dropout Network  

The dropout method sometimes is used when the neural network is 

suffering from overfitting. Sometimes it is used to increase the training speed. 

Usually, it is used with a large neural network. Dropout is considered as the 

significant way to reduce the ratio of error for the network as it is applied to 

training examples. The dropout way is used at the last layers in deep learning 

(fully connected layer). Because a fully connected layer occupies a lot of 

parameters and connections. The nodes with probability (p), usually used 

(p=0.5) are left in the network while nodes with probability (1-p) are dropout 

out. So all nodes have a probability of fewer than 0.5 dropouts from the 

network. Besides all edges coming from and go to this dropout node are also 

removed. The network of nodes and edges eliminating are used for the 

training stage on the dataset [41]. 
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The dropout technique considers as the best tool to reduce the 

complexity of the network.  Tightly fitted interactions between nodes and 

make them learn more robust features which better generalize to new data as 

shown in Figure (2.6). One of the widespread techniques that drop out a node 

from the network is called Dropout Network as shown in Figure (2.10).  

        Figure 2.10: Apply Dropout of Neural Network [41] 

2.6.2 Early Stopping 

In machine learning, early stopping is a form of regularization used to 

avoid overfitting when training a learner with an iterative method, such as 

gradient descent. Such methods update the learner to make it better fit the 

training data with each iteration shown in Figure (2.11). Up to a point, this 

improves the learner's performance on data outside of the training set. Past 

that point, however, improving the learner's fit to the training data comes at 

the expense of increased generalization error. Early stopping rules guide as to 

how many iterations can be run before the learner begins to over-fit. Early 

stopping rules have been employed in many different machine learning 

methods, with varying amounts of theoretical foundation [42]. 
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Figure 2.11: Training and validation loss curve [43] 

 

2.6.3 Softmax Function 

The softmax function is a function that turns a vector of K real values 

into a vector of K real values that sum to 1. The input values can be positive, 

negative, zero, or greater than one, but the softmax transforms them into 

values between 0 and 1 so that they can be interpreted as probabilities. If one 

of the inputs is small or negative, the softmax turns it into a small probability, 

and if the input is large, then it turns it into a large probability, but it will 

always remain between 0 and 1 [45]. 

The softmax function is sometimes called the softmax function, or 

multi-class logistic regression. This is because the softmax is a generalization 

of logistic regression that can be used for multi-class classification, and its 

formula is very similar to the sigmoid function which is used for logistic 

regression. The softmax function can be used in a classifier only when the 

classes are mutually exclusive. 

Many multi-layer neural networks end in a penultimate layer that outputs real-

valued scores that are not conveniently scaled and which may be difficult to 

work with. Here the softmax is very useful because it converts the scores to a 

probability distribution, which can be displayed to a user or used as input to 

https://deepai.org/machine-learning-glossary-and-terms/vector
https://deepai.org/machine-learning-glossary-and-terms/probability
https://deepai.org/machine-learning-glossary-and-terms/logistic-regression
https://deepai.org/machine-learning-glossary-and-terms/sigmoid-function
https://deepai.org/machine-learning-glossary-and-terms/classifier
https://deepai.org/machine-learning-glossary-and-terms/neural-network
https://deepai.org/machine-learning-glossary-and-terms/probability-distribution
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other systems. For this reason, it is usual to append a softmax function as the 

final layer of the neural network shown in eq. (2.2). 

 

 

                                         (2.2) 

 

For i=1,……,K  and z=(z1,……,zk) €R 

Where all the zi values are the elements of the input vector and can take 

any real value. The term on the bottom of the formula is the normalization 

term which ensures that all the output values of the function will sum to 1 as 

shown in Figure (2.12  ), thus constituting a valid probability distribution [45]. 

 

 

 

 

 

 

 

 

 

Figure 2.12: Softmax function [45] 

2.6.4 Loss Function 

A loss function is used to optimize the parameter values in a neural 

network model. Loss functions map a set of parameter values for the network 

onto a scalar value that indicates how well those parameters accomplish the 

task the network is intended to do [44]. 

At its core, a loss function is a measure of how good your prediction 

model does in terms of being able to predict the expected outcome (or value). 
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The learning problem is converted into an optimization problem, define a loss 

function, and then optimize the algorithm to minimize the loss function 

 

2.6.5 Adam Optimization Algorithm 

        Adam is an optimization algorithm that can be used instead of the 

classical stochastic gradient descent procedure to update network weights 

iterative based on training data. Adam combines the best properties of the 

AdaGrad and RMS Prop algorithms to provide an optimization algorithm that 

can handle sparse gradients on noisy problems [45]. 

Adam was presented by Diederik Kingma from OpenAI and Jimmy Ba 

from the University of Toronto [45]. The name Adam is derived from 

adaptive moment estimation. 

The attractive benefits of using Adam optimization problems, as follows: 

a. Straightforward to implement. 

b. Computationally efficient. 

c. Little memory requirements. 

d. Invariant to diagonal rescale of the gradients. 

e. Well suited for problems that are large in terms of data and/or parameters. 

f. Appropriate for non-stationary objectives. 

 

2.6.6 Sigmoid Function 

A Sigmoid function is a mathematical function that has a characteristic 

S-shaped curve. There are several common sigmoid functions, such as the 

logistic function, the hyperbolic tangent, and the arctangent. In machine 

learning, the term sigmoid function is normally used to refer specifically to 

the logistic function, also called the logistic sigmoid function shown in 

Figure. (2.13). All sigmoid functions have the property that they map the 

entire number line into a small range such as between 0 and 1, or -1 and 1, so 
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one use of a sigmoid function is to convert a real value into one that can be 

interpreted as a probability [46 ].  

 

                Figure 2.13: Sigmoid Function Activation [46] 

 

Sigmoid functions are an important part of a logistic regression model. 

Logistic regression is a modification of linear regression for two-class 

classification and converts one or more real-valued inputs into a probability, 

such as the probability that a customer will purchase a product. The final stage 

of a logistic regression model is often set to the logistic function, which allows 

the model to output a probability [46]. 

 

2.6.7 Learning Rate 

Learning rate is a hyper-parameter that controls the weights of the used 

neural network for the loss gradient. It defines how quickly the neural 

network updates the concepts it has learned. A desirable learning rate is low 

enough that the network converges to something useful, but high enough that 

it can be trained in a reasonable amount of time. Smaller learning rates require 

more training epochs (requires more time to train) due to the smaller changes 

made to the weights in each update, whereas larger learning rates result in 
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rapid changes and require fewer training epochs.  However, larger learning 

rates often result in a sub-optimal final set of weights [47]. 

The term “Epoch” is a measure of the number of times that all of the 

training vectors are used once to update the weights. For batch training, all of 

the training samples pass through the learning algorithm simultaneously in 

one epoch before the weights are updated.  

 

2.6.8 Logistic Regression 

Logistic Regression is a Machine Learning algorithm that is used for 

classification problems, it is a predictive analysis algorithm and based on the 

concept of probability [47]. 

 

2.7 Histogram of Oriented Gradients (HOG) 

The histogram of directional gradients is a descriptor of singular 

points for object recognition, is used to detect faces in a photograph. HOG-

descriptor is an image transformation into a multidimensional vector, which 

allows using the SVM classifier or a neural network. For the classification 

of HOG-descriptors usually used SVM. An example of the HOG structure of 

the face is shown in Figure (2.14). 

The HOG implementation uses a sliding window classifier. Since 

most teaching algorithms with a teacher work in a feature space of a fixed 

dimension, the HOG feature vectors for different images must be of the same 

length, and therefore the images to be classified must be of the same size. 

Moreover, to ensure an acceptable quality of the solution to this problem, it 

is assumed that the image data contains objects of the same (similar) size, 

which are located in the same image area [48].  
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Figure 2.14: Example of the HOG structure of the face [50] 

The HOG-descriptor from the source image is calculated as follows:  

1- Color normalization and gamma correction are performed.  

2- The gradient values are calculated vertically and horizontally.  

3- The image is divided into a uniform grid of cells.  

The basic unit of a HOG descriptor is a block, a rectangular area of 

image pixels of a given size. A block consists of cells that are assigned a 

histogram of directions (inclination relative to the horizontal) of gradients. 

The HOG descriptor is the vector of the components of the normalized 

histograms of cells from all areas of the block. As a rule, blocks overlap, that 

is, each cell is included in more than one final descriptor [50].  
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2.8 Eye Blinking 

          The blinks of the eyes are detected from the sequence of images within 

the visible spectrum at natural illumination conditions. Most eye-blink 

detection techniques are in fact methods of detecting eye regions in images. 

Detecting eye blinks is important for instance in systems that monitor 

a human operator vigilance, e.g. driver drowsiness [51], in systems that warn 

a computer user staring at the screen without blinking for a long time to 

prevent the dry eye and the computer vision syndromes [52], in human-

computer interfaces that ease communication for disabled people [53], or 

anti-spoofing protection in face recognition systems [53]. Existing methods 

are either active or passive. Active methods are reliable but use special 

hardware, often expensive and intrusive, e.g. infrared cameras and 

illuminators [54], wearable devices, glasses with a special close-up camera 

observing the eyes [55]. While the passive systems rely on a standard remote 

camera only. Many methods have been proposed to automatically detect eye 

blinks in a video sequence. Several methods are based on a motion estimation 

in the eye region.  

Typically, the face and eyes are detected by a Viola-Jones type 

detector. Next, motion in the eye area is estimated from optical flow, by 

sparse tracking [52], or by frame-to-frame intensity differencing and adaptive 

thresholding. Finally, a decision is made whether the eyes are or are not 

covered by eyelids [62]. A different approach is to infer the state of the eye-

opening from a single image, as e.g. by correlation matching with open and 

closed eye templates [56], a heuristic horizontal or vertical image intensity 

projection over the eye region [58], a parametric model fitting to find the 

eyelids [58], or active shape models [59]. A major drawback of the previous 

approaches is that they usually implicitly impose too strong requirements on 

the setup, in the sense of a relative face-camera pose (head orientation), image 

resolution, illumination, motion dynamics, etc. Especially the heuristic 
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methods that use raw image intensity are likely to be very sensitive despite 

their real-time performance. 

However, nowadays, robust real-time facial landmark detectors that 

capture most of the characteristic points on a human face image, including 

eye corners and eyelids, are available, see Figure. (2.15). Most of the state-

of-the-art landmark detectors formulate a regression problem, where a 

mapping from an image into landmark positions [16] or other landmark 

parametrization [60] is learned. These modern landmark detectors are trained 

on “in-the-wild datasets” and they are thus robust to varying illumination, 

various facial expressions, and moderate non-frontal head rotations. An 

average error of the landmark localization of a state-of-the-art detector is 

usually below five percent of the inter-ocular distance. Recent methods run 

even significantly super real-time [61]. 

  Figure 2.15: Open and closed eyes with landmarks pi automatically detected by [56]. 

Therefore, a simple but efficient method is used to detect eye blinks by 

using a recent facial landmark detector. A single scalar quantity that reflects 

a level of eye-opening is derived from the landmarks. Finally, having a per-

frame sequence of the eye-opening estimates, the eye blinks are found by an 

SVM classifier that is trained on examples of blinking and non-blinking 
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patterns. The facial segmentation model presented in [59] is similar to the 

proposed method. However, their system is based on active shape models 

with the reported processing time of about 5 seconds per frame for the 

segmentation, and the eye-opening signal is normalized by statistics 

estimated by observing a longer sequence. The system is thus used for offline 

processing and online.  

  For every video frame, eye landmarks are detected as shown in Figure 

(2.16). The eye aspect ratio (EAR) between the height and width of the eye is 

computed [56]. 

 

 

 

 

 

 

Figure 2.16: eye landmark detected [56]  

 

EAR =   
∥𝑝2−𝑝1∥+∥𝑝3−𝑝5∥

∥2 𝑝1−𝑝4∥
                                             (2.3)                        

Where p1, . . . , p6 are the 2D landmark locations. 

The EAR is mostly constant when an eye is open and is getting close 

to zero while closing an eye. It is partially person and head pose insensitive. 

The aspect ratio of the open eye has a small variance among individuals and 

it is fully invariant to a uniform scaling of the image and in-plane rotation of 

the face. Since eye blinking is performed by both eyes synchronously, the 

EAR of both eyes is averaged. An example of an EAR signal over the video 

sequence is shown in Figure (2.15). A similar feature to measure the eye-
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opening was suggested in [62], but it was derived from the eye segmentation 

in a binary image. 

 

2.9 Support Vector Machine (SVM)  

Supervised learning approaches to classify, regress and spot outliers 

are assisted by Vector supporting machines. Both of these are basic machine 

learning tasks [63]. 

SVM is strong among all classification algorithms due to its simple 

structure and needs fewer features. SVM is a systemic risk minimization 

algorithm originating from Vladimir Vapnik's 1992 statistical learning 

theory. Assistance The first to solve pattern classification and regression 

problems were implemented in SVM [64]. 

An SVM is an algorithm for the classification of supervised machines. 

The SVMs were initially developed in the sixties and subsequently perfected 

in the nineties. However, because of their capacity to produce brilliant results, 

they are only now becoming incredibly successful. Compared to other 

machine learning algorithms, SVMs are only used [65]. 

Support Vector Machines differ from other classification algorithms 

due to the decision limit that maximizes the distance from the closest data 

points in all grades. The created decision limit is called the maximum 

hyperplane margin or margin classification [66]. 
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Figure 2.17: Support Vector Machine [66] 

2.10 Interpretation of Performance Measures 

 Performance measurement is generally defined as a regular 

measurement of outcomes and results, which generates reliable data on the 

effectiveness and efficiency of programs ex.  (accuracy, precision, recall, F1-

score) as shown below [67]. 

1. Accuracy 

Accuracy is a metric that generally describes how the model performs 

across all classes. It is useful when all classes are of equal importance. It is 

calculated as the ratio between the numbers of correct predictions to the total 

number of predictions [67]. 

Accuracy=
𝑻𝒓𝒖𝒆 𝑷𝒐𝒔𝒊𝒕𝒊𝒗𝒆 +𝑻𝒓𝒖𝒆 𝑵𝒆𝒈𝒂𝒕𝒊𝒗𝒆

𝑻𝒓𝒖𝒆 𝑷𝒐𝒔𝒊𝒕𝒊𝒗𝒆 +𝑻𝒓𝒖𝒆 𝑵𝒆𝒈𝒂𝒕𝒊𝒗𝒆+𝑭𝒂𝒍𝒔𝒆 𝑷𝒐𝒔𝒊𝒕𝒊𝒗𝒆+𝑭𝒂𝒍𝒔𝒆 𝑵𝒆𝒈𝒂𝒕𝒊𝒗𝒆
*100% 

(2.4)      

2. Precision 

The precision is calculated as the ratio between the number of Positive 

samples correctly classified to the total number of samples classified as 

Positive (either correctly or incorrectly). The precision measures the model's 

accuracy in classifying a sample as positive [67]. 
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Precision =
𝑻𝒓𝒖𝒆 𝑷𝒐𝒔𝒊𝒕𝒊𝒗𝒆

𝑻𝒓𝒖𝒆 𝑷𝒐𝒔𝒊𝒕𝒊𝒗𝒆+𝑭𝒂𝒍𝒔𝒆 𝑷𝒐𝒔𝒊𝒕𝒊𝒗𝒆
*100%                            (2.5) 

3. Recall 

The recall is calculated as the ratio between the numbers of Positive 

samples correctly classified as Positive to the total number of Positive 

samples. The recall measures the model's ability to detect positive samples. 

The higher the recall, the more positive samples detected [67]. 

             Recall =
𝑻𝒓𝒖𝒆 𝑷𝒐𝒔𝒊𝒕𝒊𝒗𝒆

𝑻𝒓𝒖𝒆 𝑷𝒐𝒔𝒊𝒕𝒊𝒗𝒆+𝑭𝒂𝒍𝒔𝒆 𝑵𝒆𝒈𝒂𝒊𝒗𝒆
  *100%                (2.6)                                    

 

4. F1 Score   

 F1 Score is the weighted average of Precision and Recall. Therefore, 

this score takes both false positives and false negatives into account. It is not 

as easy to understand as accuracy, but F1 is usually more useful than 

accuracy, especially if you have an uneven class distribution. Accuracy works 

best if false positives and false negatives have similar costs. If the cost of false 

positives and false negatives are very different, it’s better to look at both 

Precision and Recall [67]. 

 

 

         F1= 2 ×
𝑷𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏∗𝑹𝒆𝒄𝒂𝒍𝒍

𝑷𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏+𝑹𝒆𝒄𝒂𝒍𝒍
*100%                                      (2.7)
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CHAPTER THREE 

The Proposed Method 

 

3.1 Introduction  

This chapter concerned the implementation requirements, design 

considerations, and the steps taken from the establishment of the 3D mask face 

spoofing detection proposed method. It consists of the layout description of the 

suggested system as well as the implementation details of each stage that is 

related to the proposed method. The proposed method which is 3D face spoofing 

detection using various operations mainly relies on using deep learning 

approaches and is supported by the eye blink detection technique. 

 

3.2 The Proposed Method 

The proposed detection system distinguishes out the fake faces in video. A 

deep Convolution Neural Network has been used in this system. An eye blink 

detection method is added to robust the result. The proposed method consists of 

three fundamental stages: First, the video pre-processing; Second, the face 

detection (CNN and after that the critical result from CNN is using the eye 

blinking detection to robust the result), and finally, the testing stage if the video 

is real or fake. The main components of the system are shown in Figure (3.1). 
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Figure 3.1: General block diagram illustrates the system workflow. 

 

 Pre-Processing Stage: In this stage, converting the video into frames of 

images to prepare them for further analysis. Each frame is converted to a 

grayscale, and the Dlib library has been used to detect face and facial 

landmarks in each frame.  

 The Face Spoofing Detection Stage: A deep CNN is used to detect face 

spoofing by training the neural network on real and fake videos (3D mask 

attack and 2D printed attack), and also used eye blink detection method to 

distinguish the real and fake video. 

 Testing Stage (real or fake): This stage is used after the detection stage 

to give if the video testing is real or fake depending on the CNN training 

and eye blinking detector. 
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3.2.1 Pre-processing Stage 

3.2.1.1 Convert color video to grayscale frames. 

The pre-processing stage is the first stage in transforming the video into a 

stream of an array containing the frames of the image. This preparation is 

essential for the next steps, where the process will be on each frame of the video.  

The colored (RGB) image frames of the video are converted into grayscale. 

To reduce the time of processing, a grayscale image is used on the entire process 

instead of the color image. For converting the RGB image frame, a function 

Cv2.Cvt.Color (image-in, imgt1, CV_BGR2GRAY) by the OpenCV library is 

used as shown in Algorithm (3.1)  

 

Algorithm (3.1): Convert color video to grayscale frames. 

Input: Color Video 

Output: Grayscale frames 

Begin   

Step1: Import all library which is needed 

Step2 :  Get the size of image and define  new array for frames  

 IMG_SIZE = 224  

arrtest=[]           // define new array for the frames 

def  nm(video): 

step3: Capture the video frame 

    cap=cv2.VideoCapture(video)  

    i=0   // initialize frame counter 

    while(cap.isOpened()):       // while the video not end 

         ret,frame=cap.read()      // read frame  

        if ret==False:              // if the video is ended break the capture 

            break 

Step 4: Convert the RGB frames to grayscale frames  
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            frame = cv2.cvtColor(frame, cv2.COLOR_BGR2GRAY) 

            print("Frame : ",i)                    // print the counter of frame 

            frame=detect_faces(frame) 

END 

 

3.2.1.2 The Face Spoofing Detection Stage (Region of Interest) 

The Dlib library is used in this preprocessing section. Dlib is a cross-

platform general-purpose library written in the C++ programming language. Its 

design is excessively influenced by ideas from a design by contract and 

component-based software engineering. It is a set of independent software 

components. It is open-source software released under a Boost Software License. 

This library is utilized to detect faces and their landmarks in the image 

frame, if there is none it will skip the frame, if more than one face is found, all of 

them will be tested in the next stage, Algorithm (3.2). If one of the faces in the 

frame is fake, the whole frame is considered fake. 

 

Algorithm (3.2): Face detection ROI. 

Input: Image frame 

Output: Array of faces in image frames(ROIs) 

Begin   

Step 1: Check how many faces in an frame image  

face_info = align(frame[:, :, (2,1,0)], detector, predictor) //Find faces 

        if len(face_info) == 0:        // No face has been found 

            Print ('No faces are detected.')   

            continue   

Step 2:  The number of frame is mode 3 in order to increase 

the speed and reduce the storage space    

        if (i%3)==0:   //  i is mean the number of frame  
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         frame = imutils.resize(frame, width=500) 

Step  3: Append ROI to the ROIs array 

            arrtest.append([np.array(frame),i])   // Add frame to the array 

    cap.release() 

    return arrtest      //return the array of frames 

Step 4: Find faces coordinates in each frames 

def detect_faces(image):       // define the function of the face detect 

    rects = detector(image, 1) 

    for (i, rect) in enumerate(rects):  

       (x, y, w, h) = rect_to_bb(rect)   //Save four rectangle values in these 

variables  to detect the face   

        ss=crop_image(x,y ,w,h,image)  //call the   function of the crop image 

and put in variable ss   

    return ss                         // return the variable of ss  

Step 5 : Extract ROI and facial landmark   // Cut the face 

def crop_image(x,y,w,h,image):   // define function of cropping face 

    imagecropped=image[y:y+h, x:x+w] 

    return  imagecropped     

def rect_to_bb(rect): 

 x = rect.left() 

 y = rect.top() 

 w = rect.right() - x 

 h = rect.bottom() - y 

 return (x, y, w, h) 

def shape_to_np(shape, dtype="int"): 

 coords = np.zeros((68, 2), dtype=dtype) 

 for i in range(0, 68):   // the number 68 mean (68 point in 

face detecting using dlib as shown in fig. 2.7) 
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  coords[i] = (shape.part(i).x, shape.part(i).y) 

 return coords     

def align(im, face_detector, lmark_predictor, scale=0): 

    im = np.uint8(im) 

    faces = face_detector(im, scale) 

    face_list = [] 

Step 6: Check the length of the frames in the video is not Non 

    if faces is not None or len(faces) > 0:    // if  not found face in frame  

        for pred in faces: 

            points = shape_to_np(predictor(im, pred)) 

            trans_matrix = umeyama(points[17:], landmarks_2D, True)[0:2] 

            face_list.append([trans_matrix, points]) 

    return face_list     

END 

 

3.2.3 Convolution Neural Network 

A Convolutional Neural Network (ConvNet or CNN) is a Deep Learning 

algorithm that can take in an input image, assign importance (learnable weights 

and biases) to various aspects/objects in the image, and be able to differentiate 

one from the other. The pre-processing required in a CNN is much lower as 

compared to other classification algorithms. While in primitive methods filters 

are hand-engineered, with enough training, CNN can learn these filters 

(characteristics). 

The architecture of a CNN is analogous to that of the connectivity pattern 

of Neurons in the Human Brain and was inspired by the organization of the Visual 

Cortex. Individual neurons respond to stimuli only in a restricted region of the 

visual field known as the Receptive Field. A collection of such fields overlap to 

cover the entire visual area. 
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A CNN can successfully capture the Spatial and Temporal dependencies 

in an image through the application of relevant filters. The architecture performs 

a better fitting to the image dataset due to the reduction in the number of 

parameters involved and the reusability of weights. In other words, the network 

can be trained to understand the sophistication of the image better, therefore, 

chose the convolutional neural network for my proposed method after the 

experiment and made sure to give it the higher accuracy from others researcher. 

Convolutional Neural Network (CNN) is trained to classify the classes. It consists 

of several hidden layers such as Convolutional Layer, Activation function, 

Pooling layer, Fully Connected layers between the input and final output layer. 

The neurons in the hidden layer learn the features of the input images and finally 

predict the classes i.e. real and spoof. The output layer predicts the input image 

and gives the percentage of resemble of the input image to each class. The class 

with maximum probability is the final output result. After the model is trained 

with the real and spoof dataset, the weight file is saved which is used in the test 

phase to classify the image either as a real or spoof image. The CNN architecture 

is shown in Fig (3.2). Consists of eighteen layers, seven convolutional layers, and 

the activation function (ReLU activation function). There are seven max-pooling 

layers of size 5x5, after the convolutional layer. The Fully-Connected dense 

layers of 1024x1, where SoftMax classifier is used. The optimizer Adam and the 

loss function sparse categorical cross-entropy are also used. 

CNN's learn faster from the unexpected input, thus, the data was shuffled 

randomly at each iteration. The value of the input image pixels is normalized 

between zero and one, setting the mean close to zero and the variance close to 

one. The sigmoid function has been used as an activation function. The weights 

(w) were randomly initialized, and biases (b) are between 1 and −1. Also, a small 

learning rate with a value of 0.001 is used. In the last layer, the Softmax activation 

function is used as a classifier to approximate the expected output to between 0 

and 1 in the binary classification. The specialized deep convolution neural 
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network that has been used consists of seven convolutional and subsampling 

layers, and the last layer is the two fully connected layers, as shown in Fig (3.2). 

The input image has a size of 224×224 pixels. 

 Layer C1 is a convolution layer with 8 feature maps. Each unit in the 

feature map is a result of connecting a 5×5 neighbor in the input image. The size 

of the feature map in C1 is 32×32 pixels. Layer S2 is a subsampling layer with 8 

feature maps of 64×64 pixels. Each feature map in the subsampling layer is 

connected to an average kernel 5×5 neighborhood from the previous 

corresponding feature map in C1. The average 5×5 kernel is non-overlapping. 

Therefore, the size of the feature map in S2 is half the size of the feature map in 

C1. C3 is a convolution layer with 8 feature maps of 128×128 pixels. 

 Each feature map takes inputs from 4 random feature maps from the 

previous S2 subsampling layer. All 4 feature maps from subsampling are 

connected to only one 5×5 kernel. Layer S4 is a subsampling layer with 8 feature 

maps of 256×256 pixels. Each feature map previous corresponding feature map 

in C3. C5 consists of 8 feature maps of 128×128 pixels.  

Each unit in the feature map is a result of connecting the 5×5 neighbor in 

the input. Each feature map takes 1 random feature map from the previous S4 

subsampling layer. C6 consists of 8 feature maps of 64×64 pixels. Each unit in 

the feature map is a result of connecting the 5×5 neighbor in the input. Each 

feature map takes 2 random feature maps from the previous S5 subsampling layer. 

C7 consists of 8 feature maps of 32×32 pixels. Each unit in the feature map is a 

result of connecting the 5×5 neighbor in the input. Each feature map takes 1 

random feature map from the previous S6 subsampling layer. Finally, the last 

two-layer is the output layer, a fully connected layer.  
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Figure 3.2. Trained CNN architecture. 

3.2.4 A CNN configuration 

Convolutional layers are the major building blocks used in CNN. The 

convolution is the simple application of a filter. Repeated application of the same 

filter to an input results in a map of activations called a feature map, indicating 

the locations and strength of a detected feature in input, such as an image. 

The innovation of convolutional neural networks is the ability to 

automatically learn a large number of filters in parallel specific to a training 

dataset under the constraints of a specific predictive modeling problem, such as 

image classification. The result is highly specific features that can be detected 

anywhere on input images as shown in the algorithm (3.3).  

The initialization of the trained CNN which has been used in this model is 

shown in table (3.1). 
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Table 3.1: CNN configuration. 

BASE_NETWORK :   16 layer 

PRETRAINED_MODELS :   False 

IMG_SIZE :   [224, 224] 

TRAIN :   {'LEARNING_RATE':  1e-3, 

  'NUM_EPOCH': 20 

After using Early Stopping 

Flitter 5x5 

Activation Relu +Softmax 

Optimizer Adam 

 

 

Algorithm (3.3): CNN train architecture.  

Input: Image frame 

Output: Feature Extraction from input Frames using CNN 

Begin  

//Creating the neural network using tensorflow 

Step 1:Importing the required libraries  

import tflearn   // import the tensorflow learning library 

from tflearn.layers.conv import conv_2d, max_pool_2d  

from tflearn.layers.core import input_data, dropout, fully_connected  

from tflearn.layers.estimator import regression  

import tensorflow as tf  

tf.reset_default_graph()  

Step2 : Bulding Convolution Neural Network input layer 

convnet = input_data(shape =[None, IMG_SIZE, IMG_SIZE, 1], name 

='input')  

Step 3: using 32 fiter with size 5*5 to extract the features map of frams  

convnet = conv_2d(convnet, 32, 5, activation ='relu') 

convnet = max_pool_2d(convnet, 5)  

step 4: increase the number of fiter to 64 with size 5*5 
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convnet = conv_2d(convnet, 64, 5, activation ='relu')  

convnet = max_pool_2d(convnet, 5)  

step 5: increase the number of fiter to 128 with size 5*5 to extract more 

features 

convnet = conv_2d(convnet, 128, 5, activation ='relu')  

convnet = max_pool_2d(convnet, 5)  

step6: using the number of filter  256 with size 5*5 

convnet = conv_2d(convnet, 256, 5, activation ='relu')  

= max_pool_2d(convnet, 5)  

convnet = conv_2d(convnet, 128, 5, activation ='relu')  

convnet convnet = max_pool_2d(convnet, 5)  

convnet = conv_2d(convnet, 64, 5, activation ='relu')  

convnet = max_pool_2d(convnet, 5)  

convnet = conv_2d(convnet, 32, 5, activation ='relu')  

convnet = max_pool_2d(convnet, 5)  

step 7 : To Classify data using the fully connected layer  

convnet = fully_connected(convnet, 1024, activation ='relu')  

step 8: Using drop out To Prevent Neural Network from overfitting  

convnet = dropout(convnet, 0.8)   // to dropout 80% of training dataset  

step 9 : classify the output real and fake using softmax activation 

convnet = fully_connected(convnet, 2, activation ='softmax')  

step 10: using the adam optimizer  to improve results 

convnet = regression(convnet, optimizer ='adam', learning_rate = LR,  

      loss ='categorical_crossentropy', name ='targets')  

model = tflearn.DNN(convnet, tensorboard_dir ='log')  

train = train_data[:-500] // Splitting the testing data and training data 

test = train_data[-500:]  // group  of 500 frame 

End 
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3.2.5 Eye blinks Detection Stage 

To get started with blink detection, there is a need to detect the eye first. 

This is done by using the Dlib model which gives us 68 facial landmarks. Then 

map these landmarks on the detected face. The process is implemented in three 

parts as shown in Algorithm (3.4). First, load the contents of the pre-trained model 

in an object. Then use this object to map the landmarks to the face detected in the 

frame and finally, extract the Cartesian coordinates of these landmarks as shown 

in Figure (3.3). 

Facial landmark detection is used to detect specific 68 points of the face 

(e.g. eyes, mouth, eyebrows, nose, ears). The eyes are the important area of the 

human face that we are interested in when using an eye blink detection method. 

The process of developing an eye blink detector is divide into the following steps: 

1. Detecting the face in the image. 

2. Calculating eye width and height. 

3. Calculating eye aspect ratio (EAR) – relation between the width and the 

height of the eye. 

4. Displaying the eye blink counter in the output video. 
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Figure (3.3):  Block diagram of eye blinking detection method. 
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Algorithm (3.4): Eye blinks Detection. 

Input: Image frame 

Output: Number of blinking to determine is fake or real  

Begin   

Step1: Import required library 

import argparse               

ap = argparse.ArgumentParser() 

ap.add_argument("-p","--shape-predictor",default="C:/dlibtest/shape_predictor.dat", 

 help="path to facial landmark predictor") 

Step 2: Read Videos from path in Directory 

ap.add_argument("-v", "--video", type=str, default="F:/1/13.mp4", 

 help="path to input video file") 

ap.add_argument("-t", "--threshold", type = float, default=0.20, 

 help="threshold to determine closed eyes") 

Step 3: Face detection with dlib  

ap.add_argument("-f", "--frames", type = int, default=8, 

 help="the number of consecutive frames the eye must be below the 

threshold")  //detecting faces in the frame  

def main() : 

    args = vars(ap.parse_args()) 

    threshold = args['threshold'] 

    FRAMES = args['frames'] 

    COUNTER = 0                //Initialize variables 

    TOTAL = 0 

Step 4: Getting facial landmarks using dlib 

    detector = dlib.get_frontal_face_detector() 

Step 5: Load the shape predictor 
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    predictor = dlib.shape_predictor(args["shape_predictor"]) 

 Step 5: Detecting Eyes using landmarks in dlib----- 

    (lStart, lEnd) = face_utils.FACIAL_LANDMARKS_IDXS["left_eye"] 

    (rStart, rEnd) = face_utils.FACIAL_LANDMARKS_IDXS["right_eye"] 

     

    if args['video'] == "camera": 

        vs = VideoStream(src=0).start() 

        fileStream = False 

    else: 

        vs = FileVideoStream(args["video"]).start() 

        fileStream = True 

     

    while True: 

     if fileStream and not vs.more(): 

      break 

     frame = vs.read()  

     gray = imutils.resize(frame, width=450) 

     rects = detector(gray, 0) 

         for rect in rects: 

      shape = predictor(gray, rect) 

      shape = face_utils.shape_to_np(shape) 

      leftEye = shape[lStart:lEnd]  // to detect the left eye from the face detect 

      rightEye = shape[rStart:rEnd]   // to detect the right eye 

      lefteye_aspectratio = eye_aspect_ratio(leftEye) 

      righteye_aspectratio = eye_aspect_ratio(rightEye) 

      eye_aspectratio = (lefteye_aspectratio + righteye_aspectratio) / 2.0 
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      leftEyeHull = cv2.convexHull(leftEye) 

      rightEyeHull = cv2.convexHull(rightEye) 

      cv2.drawContours(frame, [leftEyeHull], -1, (0, 255, 0), 1) 

      cv2.drawContours(frame, [rightEyeHull], -1, (0, 255, 0), 1) 

 

      if eye_aspectratio < threshold: 

       COUNTER += 1 //increase the number of counter by one to 

determine the number of blinking       

       else: 

       if COUNTER >= FRAMES: 

        TOTAL += 1 

       COUNTER = 0       //Initialize variables 

      cv2.putText(frame, "Blinks: {}".format(TOTAL), (10, 30), 

       cv2.FONT_HERSHEY_SIMPLEX, 0.7, (0, 0, 255), 2) 

      cv2.putText(frame,"eye_aspectratio: {:.2f}".format(eye_aspectratio), 

(200, 30), 

       cv2.FONT_HERSHEY_SIMPLEX, 0.7, (0, 0, 255), 2) 

      

     cv2.imshow("Frame", frame) 

     key = cv2.waitKey(1) & 0xFF 

     if key == ord("q"):    // if press q  exit the program 

      break 

     cv2.destroyAllWindows() 

    vs.stop() 

Step 6: The Blink Ratio Function 

def eye_aspect_ratio(eye):   
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3.2.6 Testing Stage 

The algorithm (3.5) illustrates the procedure of detecting fake and real 

frames of the target video. Where the probability of being fake is calculated 

according to the equation of dividing the number of fake by the number of all 

frames using formulas (3.1) and dividing the number of real frames by the number 

of all frames using formula (3.2).  

 

Probability of being fake=
𝐧𝐮𝐦𝐛𝐞𝐫 𝐨𝐟 𝐟𝐚𝐤𝐞 𝐟𝐫𝐚𝐦𝐞𝐬

𝐧𝐮𝐦𝐛𝐞𝐫 𝐨𝐟 𝐟𝐚𝐤𝐞 𝐟𝐫𝐚𝐦𝐞𝐬+𝐧𝐮𝐦𝐛𝐞𝐫 𝐨𝐟 𝐫𝐞𝐚𝐥 𝐟𝐫𝐚𝐦𝐞𝐬
*100%                (3.1) 

  

 

Probability of being real=
𝒏𝒖𝒎𝒃𝒆𝒓 𝒐𝒇 𝒓𝒆𝒂𝒍 𝒇𝒓𝒂𝒎𝒆𝒔

𝒏𝒖𝒎𝒃𝒆𝒓 𝒐𝒇 𝒇𝒂𝒌𝒆 𝒇𝒓𝒂𝒎𝒆𝒔+𝒏𝒖𝒎𝒃𝒆𝒓 𝒐𝒇 𝒓𝒆𝒂𝒍 𝒇𝒓𝒂𝒎𝒆𝒔
*100%   (3.2)         

 

 

 

 

 

 

    A = dist.euclidean( eye[1], eye[5]) //determine the distance of the 

Euclidean of the eyes 

   B = dist.euclidean(eye[2], eye[4]) 

 C = dist.euclidean(eye[0], eye[3]) 

Step  7: The equation to determine the eye_aspectratio if the eye is closed 

or open. 

 eye_aspectratio = (A + B) / (2.0 * C)  

 return eye_aspectratio   

END 
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Algorithm (3.5): Testing the frames if real or fake 

Input: Image frame 

Output: Detect fake or real  

Begin  

  '''Testing the data''' 

Step 1: import the library and clear the parameters are needed.  

import matplotlib.pyplot as plt   // import the library is required to plot 

fig = plt.figure()  

// initialize the variables to calculate the number of real and fake frames 

creal=0        

cfake=0 

resultreal=0 

resultfake=0 

Step 2: Call up the procedure of testing data and put in parameter 

testing_data = process_test_data()         

for num, data in enumerate(testing_data[:]):  

  

    img_num = data[1]  

    img_data = data[0]  

    orig = img_data  

    data = img_data.reshape(IMG_SIZE, IMG_SIZE, 1)  

     model_out = model.predict([data])[0]  

 Step 3: check if  model_out=1,increase count of real else increase 

 count of fake 

    if np.argmax(model_out) == 1:creal=creal+1 

    else: cfake=cfake+1 

           

print('real count =',creal) 
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print('fake count = ',cfake) 

step 4: calculate the probability of  a fake and real videos  

//calculate the percentage of the number of real and fake frames to determine 

//if the video is fake or real 

resultreal=((creal/(creal+cfake))*100%) 

resultfake=((cfake/(creal+cfake))*100%) 

print ('resultreal=',resultreal) 

print('resultfake=',resultfake) 

step 5:Detect the video if fake or real  

if resultreal>resultfake  

Print(‘the video is real’) 

   else: 

print(‘the video is fake’) 

step 6: Test more than one video on the same training  

// if you want to  test more than one video on the same training neural 

network 

msg = "Do you want to continue?" 

title = "Please Confirm" 

if easygui.ccbox(msg, title):     // show a Continue/Cancel dialog 

    test_data = process_test_data() 

else:  # user chose Cancel 

    sys.exit(0) 

End 

  



Chapter Five  Conclusions and Future Works  
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Chapter Four 

The Experimental Test and Results 

 

4.1 Introduction 

The performance of the proposed method in this thesis is evaluated by 

conducting a set of experiments done on the MLFP Dataset [79]. These 

experiments and their results are described in full detail in this chapter. The 

experiment is conducted using a computer running Windows10 operating system 

with an Intel® Core™ i7-3820MQ processor with a memory of 32 GB. The 

computer also contains an NVidia QUADRO k4000m 4GB of memory that is 

used to accelerate the neural networks’ computations 1500 HDD hard drive 260 

GB SSD to a system store. The method is implemented and evaluated using the 

Python programming language version 3.6. 

4.2 MLFP dataset 

Face Spoofing detection using the Convolution Neural Network and Eye 

Blinking system is tested on the MLFP dataset which is available publicly. The 

MLFP dataset is made up of 440 videos of 10 subjects with and without wearing 

a face mask. Videos are captured at different locations (indoor and outdoor) in an 

unconstrained environment. Out of 440 videos in the dataset, 400 videos are with 

the subjects wearing a mask (attack videos) and the remaining 40 videos are 

without the mask (real videos). The dataset consists of 10 subjects (4 females and 

6 males) between the ages of 23- 38 years. The minimum video duration in the 

dataset is 10 seconds. The dataset contains 46,000frames (40.000 for fake frames 

and 6,000 for real frames). The dataset is divided into 80% for training and 20% 

for evaluation during the training process. 
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 Table (4.1) summarizes the characteristics of the used MLFP dataset. In 

the MLFP dataset, two types of face masks are utilized:  

• Masks 3D Latex: Seven latex masks are being used in the series of the dataset. 

The masks are soft and therefore adapt to the face of the subject. These masks 

enable the mouth and the face to move in a life-like manner. The seventh mask is 

a half-mask, covering the face below the while six masks encompass the whole 

face as shown in figure (4.1). 

 

Table 4.1: The Multispectral Latex Mask-based Face Presentation Attack 

(MLFP) database's characteristics. 

 

 

 

 

 

 

 

 

 

 

 

Figure 4.1: Some samples of 3d latex mask in MLFP dataset in Different Environments 

MLFP dataset Details 

Masks Type Latex (7) and paper (3) 

Videos Count 440 

Videos Type  Real (40) and fake (400) 

Subjects Count (4 Female, 6 Males) 

Environmental 

Variations 

Outdoor/ Indoor with 

fixed/random background 

Video Duration Min. 10s  and Max.15s 



Chapter Four   Experimental Test and Results  

60 

 

 

• 2D Masks of paper: Three masks with eye cutouts are used. This is done on 

high-quality card paper with high-resolution photographs as shown in figure 

(4.2). As opposed to 3D latex masks, 2D paper masks are smoother and show 

lighter. 3D latex masks, on the other hand, have textural features like wrinkles 

and, in some cases, facial hair. Gender and age differences appear in both latex 

and 2D paper masks. 

Figure 4.2: Some samples of 2D paper mask in MLFP dataset in Different Environments 

  

4.3 Experimental Results 

As illustrated below, the experimental results will be classified into two 

major types depending on the dataset and some videos from YouTube.  In the 

beginning, all videos will go through the preprocessing stages, the video is 

classified into two main categories, videos that are labeled as real (original) and 

videos that are labeled as fake. The frames images of each video are classified as 

real or fake according to the percentage of being fake, less the 0.5 is classified as 

real images and above 0.5 is classified as fake images. In the carried experiment 

on the MLFP dataset, the proposed detection method uses the CNN has achieved 

a high detection rate ratio (98.86%) to localize and detection of Face spoofing 

videos and support these results using the Eye blinking detection method and 

achieve the accuracy is 100% as shown in table (4.2 ). The face spoofing detection 

possibility ratio is defined as the maximum number of frames possibility 
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detection of being fake in each video. The results of each video below are 

represented with the following: 

1.  The name of the video which is under test: the video files of the MLFP are 

numbered from ‘0’ to ‘88’.The name of the dataset videos contains all 

videos in two sessions each session contains (indoor and outdoor) real and 

fakes videos.  

2.  Eye blink detection refers to the video is real or fake after counting the 

number of eyes blinking. 

3.  Accuracy of being spoofing face, the accuracy of being face spoofing is 

calculated by taking the result of dividing the number of fake frames by the 

length of all frames in a video and also for real video result of dividing the 

number of real frames by the length of all frames in video accuracy.  

4. The threshold which distinguishes between real and fake is 0.5, any value 

under 0.5 is considered as real and any value above 0.5 is considered as 

fake. This is not a fixed threshold, it can be changed due to the 

circumstances. 

Figure 4.3 represents the relation between the loss and use the early stopping 

to avoid overfitting when training a learner with an iterative method. Such 

methods update the learner to make it better fit the training data with each 

iteration.  
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Figure 4.3: The accuracy and loss of the training rate (MLFP and 

YouTube) 

4.4 Results Evaluation 

 The test and result of the whole experiment done on the MLFP dataset, 

each test was carried on the real video and the fake (3D Silicon mask, 2D print 

paper mask) video. The experiment result gave good and accurate results with a 

few nuances. 

 The experimental results are classified into two main groups depending on 

some criteria as described in each group: 

Group (1): This group of results holds the real-video and fake-video which have 

a different possibility of a fake-video and real video test. The threshold that 

distinguishes videos is >= 0.5 for fake cases and < 0.5 for real cases. Table (4.2) 

shows the result of the CNN and the Eyeblink detection, videos with possibilities 

less than (0.5) are considered as real videos, possibilities larger than (0.5) are 

considered as fake videos. In some cases like in video No. 16 the classification 
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possibilities are larger than 0.5 where it should be less than (0.5) that is due to the 

low number of frames and low resolution of videos, which lead to false detection.  

 

Table 4.2: The experimental result of MLFP testing data Using CNN.  

No. Video Name Real/

Fake 

Frames 

Count 

Probability of 

being Fake or 

real 

CNN 

Classification 

1 VID_20161229_13160 Real 121 0.1398722211 Real 

2 VID_20170112_153930 Fake 251 0.9922141116 Fake 

3 VID_20170124_172605 Fake 195 0.8008876533 Fake 

4 VID_20161228_171339 Real 85 0.4112874444 Real 

5 VID_20161229_125056 Real 117 0.0976666432 Real 

6 VID_20170126_162059 Fake 126 0.8633332556 Fake 

7 VID_20170123_145836 Fake 105 0.9788776443 Fake 

8 VID_20170217_132411 Fake 110 0.9598886332 Fake 

9 VID_20170112_172509 Fake 106 0.7909987752 Fake 

10 VID_20170117_162552 Fake 116 0.80.9322116 Fake 

11 VID_20170126_160712 Fake 135 0.5900142211 Fake 

12 VID_20161229_143837 Fake 118 0.6377888889 Fake 

13 VID_20170117_161736 Fake 109 0.9287555408 Fake 

14 VID_20170120_151934 Fake 110 0.7611111110 Fake 

15 VID_20161229_143314 Fake 141 0.8599999234 Fake 

16 VID_20170120_151934 Real 75 0.5209987666 Fake 

17 VID_20170119_125425 Real 126 0.2533333333 Real 

18 VID_20161229_124746 Fake 166 0.9931433466 Fake 

19 VID_20170112_172817 Fake 95 0.9690888885 Fake 

20 VID_20170120_151934 Fake 110 0.9599999999 Fake 

21 VID_20161229_143417 Fake 154 0.7998887655 Fake 

22 VID_20170119_145416 Real 104 0.3711123333 Real 

23 VID_20161229_130840 Fake 140 0.8699999977 Fake 

24 VID_20170112_171629 Fake 135 0.7299999766 Fake 

25 VID_20161229_143837 Fake 118 0.9580766888 Fake 
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26 VID_20170112_171515 Fake 105 0.9612222234 Fake 

27 VID_20161229_130840 Fake 141 0.7509988666 Fake 

28 VID_20161229_131649 Fake 150 0.9066666897 Fake 

29 VID_20161229_131954 Real 111 0.1008776543 Real 

30 VID_20170314_175245 Fake 89 0.9888888888 Fake 

31 VID_20170126_161520 Real 121 0.186111119 Real 

32 VID_20170112_154351 Fake 89 0.991722710 Fake 

33 VID_20170126_161520 Real 93 0.019991111 Real 

34 VID_20170120_151700 Fake 169 0.993289909 Fake 

35 VID_20170112_160957 Fake 117 0.900373044 Fake 

36 VID_20170124_170928 Fake 69 0.6096544444 Fake 

37 VID_20170112_173713 Fake 332 0.9888033589 Fake 

38 VID_20170117_161943 Fake 184 0.9900000431 Fake 

39 VID_20170119_134316 Fake 317 0.698222150 Fake 

40 VID_20170119_125425 Real 129 0.001166666 Real 

41 VID_20170126_155333 Fake 131 0.8981233333 Fake 

42 VID_20170123_145512 Fake 355 0.9988843333 Fake 

43 VID_20170119_134117 Fake 488 0.7503221890 Fake 

44 VID_20170117_162659 Fake 165 0.8909999777 Fake 

45 VID_20170126_155556 Fake 180 0.9962111167 Fake 

46 VID_20170126_155830 Fake 204 0.6096555555 Fake 

47 VID_20170126_160306 Fake 104 0.8443222879 Fake 

48 VID_20170126_160620 Fake 205 0.9265423334 Fake 

49 VID_20170315_152112 Fake 316 0.9515444328 Fake 

50 VID_20170315_151943 Fake 180 0.5999999998 Fake 

51 VID_20170315_151810 Fake 319 0.7297666654 Fake 

52 VID_20170315_151716 Fake 111 0.8399876555 Fake 

53 VID_20170315_151455 Fake 204 0.9798777770 Fake 

54 VID_20170315_151405 Fake 148 0.9899799989 Fake 

55 VID_20170215_161507 Fake 173 0.9287666999 Fake 

56 VID_20170126_162919 Fake 118 0.9988888999 Fake 

57 VID_20170119_125826 Fake 126 0.6897666678 Fake 
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58 VID_20170117_155038 Fake 180 0.9088899900 Fake 

59 VID_20161227_180024 Fake 163 0.9699999990 Fake 

60 VID_20161227_180137 Fake 406 0.9888888854 Fake 

61 VID_20170112_173643 Fake 307 0.8455567777 Fake 

62 VID_20170215_161117 Fake 403 0.8508888999 Fake 

63 VID_20170126_163307 Fake 290 0.7699777667 Fake 

64 VID_20170117_161917 Fake 129 0.9908889000 Fake 

65 VID_20161228_164950 Fake 307 0.9085599995 Fake 

66 VID_20170112_171432 Fake 229 0.9899999999 Fake 

67 VID_20170314_182914 Fake 403 0.8698766624 Fake 

68 VID_20170124_172426 Fake 327 0.6309800551 Fake 

69 VID_20170222_125803 Fake 205 0.7905499998 Fake 

70 VID_20170314_180023 Fake 401 0.9800043221 Fake 

71 VID_20170120_152159 Fake 331 0.8896544989 Fake 

72 VID_20170220_153744 Fake 205 0.9900000000 Fake 

73 VID_20170126_131302 Fake 97 0.7809668766 Fake 

74 VID_20170124_172605 Fake 180 0.8590900076 Fake 

75 VID_20170314_175742 Fake 228 0.8990888777 Fake 

76 VID_20170120_151916 Fake 185 0.8298755553 Fake 

77 VID_20170314_180134 Fake 310 0.6989666643 Fake 

78 VID_20170126_131034 Fake 298 0.7909988887 Fake 

79 VID_20170120_152346 Fake 87 0.6499886665 Fake 

80 VID_20170120_152918 Fake 159 0.7709811145 Fake 

81 VID_20170124_172853 Fake 250 0.5999997789 Fake 

82 VID_20170120_152651 Fake 184 0.7376554499 Fake 

83 VID_20161228_172036 Fake 86 0.5976655558 Fake 

84 VID_20170216_162147 Fake 189 0.9898666643 Fake 

85 VID_20170112_173036 Fake 396 0.8500033127 Fake 

86 VID_20170126_130705 Fake 205 0.7187772115 Fake 

87 VID_20170120_152159 Fake 186 0.6799779961 Fake 

88 VID_20170222_125943 Fake 192 0.8790321180 Fake 
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Using the Eye blinking detection to confirm and robust the result critical result 

around from 0.4 to 0.6, after that the accuracy is increased achieved from using 

CNN model. Table (4.3) show the experimental result after applying the eye 

blinking detection method and CNN classification.  

Table 4.3: The experimental result of MLFP testing data Using CNN and eye 

blinking.  
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1 VID_20161228_171

339 

Real 85 0.4112874444 Real Real Real 

2 VID_20170126_160

712 

Fake 135 0.5900142211 Fake Fake Fake 

3 VID_20161229_143

837 

Fake 118 0.6377888889 Fake Fake Fake 

4 VID_20170120_151

934 

Real 75 0.5209987666 Fake Real Real 

5 VID_20170124_170

928 

Fake 69 0.6096544444 Fake Fake Fake 

6 VID_20170119_134

316 

Fake 317 0.698222150 Fake Fake Fake 

7 VID_20170124_172

426 

Fake 327 0.6309800551 Fake Fake Fake 

8 VID_20170314_180

134 

Fake 310 0.6989666643 Fake Fake Fake 

9 VID_20170120_152

346 

Fake 87 0.6499886665 Fake Fake Fake 

10 VID_20170124_172

853 

Fake 250 0.5999997789 Fake Fake Fake 
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Group (2): 

The experimental results of some 3D mask videos were selected from the 

YouTube website shown in Figure. (4.4), these videos consist of 20 different 

masks (5 females and 15 males) between the ages of (23-38) years. The minimum 

video duration in the database is 6 seconds. Table (4.4) show the experimental 

result of CNN classification on some samples of video from YouTube. 

 

https://www.youtube.com/channel/UCiBVGNYD20Ce95uUyvDB5wA/videos 

 

 

 

 

 

 

 

 

             Figure 4.4: Some Sample of the 3D mask from YouTube 

 

 

 

 

 

 

 

11 VID_20161228_172

036 

Fake 86 0.5976655558 Fake Fake Fake 

12 VID_20170120_152

159 

Fake 186 0.6799779961 Fake Fake Fake 
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Table 4.4: The experimental result of some 3d latex mask videos chosen from 

YouTube using CNN Classification 

 

 

 

 

 

Using the Eye blinking detection to confirm and robust the result critical 

result around from 0.4 to 0.6, after that the accuracy is increased achieved from 

using CNN model. Table (4.5) show the experimental result after applying the 

eye blinking detection method and CNN classification. 

 

 

Video 

Name 

Real/fake Number  

of Frames 

Probability of 

being Fake or real 

CNN 

Classification 

1 Fake 209 0.8940410979 Fake 

2 Real 364 0.0001277612 Real 

3 Fake 433 0.79237621200 Fake 

4 Fake 459 0.7637797631 Fake 

5 Real 128 0.0000087777 Real 

6 Fake 431 0.7888330996 Fake 

7 Fake 258 0.6709987777 Fake 

8 Fake 205 0.6398881234 Fake 

9 Fake 184 0.89987765432 Fake 

10 Fake 206 0.998321447 Fake 

11 Fake 309 0.587765500 Fake 

12 Fake 301 0.6798882121 Fake 

13 Fake 398 0.6498877100 Fake 

14 Fake 261 0.9887761111 Fake 

15 Real 137 0.1110242198 Real 

16 Fake 370 0.6289021899 Fake 

17 Fake 242 0.7290072118 Fake 

18 Fake 150 0.6198088907 Fake 

19 Fake 248 0.8209709921 Fake 

20 Fake 291 0.7516145679 Fake 
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Table 4.5: The experimental result of MLFP testing data Using CNN and eye 

blinking.  

 

 

4.5 Confusion Matrix  

A confusion matrix is a tool for predictive analysis. It’s a table that 

compares predicted values with actual values. In the machine learning context, a 

confusion matrix is a metric used to quantify the performance of a machine 

learning classifier. The confusion matrix is used when there are two or more 

classes as the output of the classifier. 

 

4.5.1 Confusion Matrix for the MLFP Dataset 

This phase is used to evaluate the performance of the face spoofing 

detection classifying an approach. In this system, 20% remaining of the MLFP 

dataset is used for the testing phase. At then, testing the 80 fake videos and 8 real 

videos of test data and calculated the percentage of accuracy, Precession, Recall, 

and F1-score from the results of the testing using confusion matrix as shown in 

Table (4.7). 
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1 Fake 258 0.6709987777 Fake Fake Fake 

2 Fake 205 0.6398881234 Fake Fake Fake 

3 Fake 309 0.587765500 Fake Fake Fake 

4 Fake 301 0.6798882121 Fake Fake Fake 

5 Fake 398 0.6498877100 Fake Fake Fake 

6 Fake 370 0.6289021899 Fake Fake Fake 

7 Fake 150 0.6198088907 Fake Fake Fake 
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Table 4.6: The Confusion Matrix of MLFP dataset using CNN 

 

 

 

 

 

 

 

 

 

 

 

Table 4.7: The value of convulsion matrix of face spoofing detection 

 

 

 

 

 

 

 

 

 

Accuracy 𝑻𝑷+𝑻𝑵 

𝐓𝐏+𝐓𝐍+𝐅𝐏+𝐅𝐍
*100% 

𝟕𝟗+𝟖

𝟖𝟖
× 𝟏𝟎𝟎  % 98.86% 

Precision 𝑻𝑷

𝑻𝑷+𝑭𝑷
*100% 

𝟕𝟗

𝟕𝟗+𝟎
×  𝟏𝟎𝟎% 100% 

Recall 𝑻𝑷

𝑻𝑷+𝑭𝑵
*100% 

𝟕𝟗

𝟕𝟗+𝟏
×  𝟏𝟎𝟎% 98.75% 

F1-Score 

 

𝟐∗𝑷𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏∗𝑹𝒆𝒄𝒂𝒍𝒍

𝐏𝐫𝐞𝐜𝐢𝐬𝐢𝐨𝐧+𝐑𝐞𝐜𝐚𝐥𝐥
*100% 

𝟐 ∗ 𝟏𝟎𝟎 ∗ 𝟗𝟖. 𝟕𝟓

𝟏𝟎𝟎 + 𝟗𝟖. 𝟕𝟓
×  𝟏𝟎𝟎% 

99.371% 
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Table 4.8: The Confusion Matrix of MLFP dataset using CNN and Eye 

blinking 

 

 

 

 

 

 

 

 

 

Table 4.9: The value of convulsion matrix of face spoofing detection using CNN  

and Eye blinking 

 

4.5.2 Confusion Matrix for some video from YouTube 

This phase is used to evaluate the performance of the face spoofing 

detection classifying an approach. In this system, 80% of the MLFP dataset is 

used for the training phase. At then, testing the 17 fake videos and 3 real videos 

of test data and calculated the percentage of accuracy, Precession, Recall, and F1-

score from the results of the testing using confusion matrix as shown in Table 

(4.11) 

Accuracy 𝑻𝑷+𝑻𝑵 

𝐓𝐏+𝐓𝐍+𝐅𝐏+𝐅𝐍
*100% 

𝟖𝟎+𝟖

𝟖𝟖
× 𝟏𝟎𝟎  % 100% 

Precision 𝑻𝑷

𝑻𝑷+𝑭𝑷
*100% 

𝟖𝟎

𝟖𝟎+𝟎
×  𝟏𝟎𝟎% 100% 

Recall 𝑻𝑷

𝑻𝑷+𝑭𝑵
*100% 

𝟖𝟎

𝟖𝟎+𝟎
×  𝟏𝟎𝟎% 100% 

F1-Score 𝟐∗𝑷𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏∗𝑹𝒆𝒄𝒂𝒍𝒍

𝐏𝐫𝐞𝐜𝐢𝐬𝐢𝐨𝐧+𝐑𝐞𝐜𝐚𝐥𝐥
*100% 

𝟐 ∗ 𝟏𝟎𝟎 ∗ 𝟏𝟎𝟎

𝟏𝟎𝟎 + 𝟏𝟎𝟎
×  𝟏𝟎𝟎% 

100% 
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Table 4.10: The confusion Matrix of some videos from YouTube 

 

 

 

 

 

 

 

 

                    

 

 

Table 4.11:  A convulsion matrix of some videos from YouTube 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Accuracy 𝑻𝑷+𝑻𝑵 

𝐓𝐏+𝐓𝐍+𝐅𝐏+𝐅𝐍
*100% 

𝟏𝟕+𝟑

𝟐𝟎
× 𝟏𝟎𝟎  % 100% 

Precision 𝑻𝑷

𝑻𝑷+𝑭𝑷
*100% 

𝟏𝟕

𝟏𝟕+𝟎
×  𝟏𝟎𝟎% 100% 

Recall 𝑻𝑷

𝑻𝑷+𝑭𝑵
*100% 

𝟏𝟕

𝟏𝟕+𝟎
×  𝟏𝟎𝟎% 100% 

F1-Score 𝟐∗𝑷𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏∗𝑹𝒆𝒄𝒂𝒍𝒍

𝐏𝐫𝐞𝐜𝐢𝐬𝐢𝐨𝐧+𝐑𝐞𝐜𝐚𝐥𝐥
*100% 

𝟐 ∗ 𝟏𝟎𝟎 ∗ 𝟏𝟎𝟎

𝟏𝟎𝟎 + 𝟏𝟎𝟎
×  𝟏𝟎𝟎% 

100% 
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4.6 Proposed Method vs. Related Works 

The comparison was made for the proposed method of face spoofing 

detection. Table (4.12) shows a comparison with the related works [11, 18]. 

 

 

Table 4.12: Comparison of Classification Accuracy with Earlier Studies 

Researchers  Dataset Methodology Accuracy 

Akshay Agarwal 

 [11 ],2017 

MLFP RDWT+Haralick 

features 

Indoor videos 

89.9%  

Outdoor videos 

88.8% 

Ketan Kotwal and 

Sebastien Marcel 

[18],2020 

MLFP Deep CNN 97% 

The Proposed method  

 

MLFP and 

some 

videos 

from 

YouTube 

Deep CNN  

Deep CNN +Eye 

Blinking 

98.86% 

100% 
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CHAPTER FIVE 

CONCLUSIONS AND FUTURE WORKS 

 

5.1 Conclusions 

Through the implementation of the proposed system on (MLFP dataset) 

and discussion of the results. The following conclusions have been obtained: 

  

1. What has been broken by artificial intelligence can also be fixed by 

artificial intelligence, according to the revelation and inspiration. 

2. The impact of the presentation attacks in this field on the output of existing 

face recognition systems is demonstrated in this work.  

3. The development of accurate face spoofing attack detection algorithms is 

a vital topic of research because of the extensive use of face recognition 

systems worldwide. 

4. The use of the Eyeblink detection method is added to give more support to 

the result of CNN. 

5. The testing results from experimentation on the MLFP Dataset indicate that 

this method is very effective with high accuracy. 

6. The suggested system still has few certain flaws while testing each frame 

of the video, where the accuracy of the detection is affected by changes in 

illumination, video resolution, and video length (frames numbers). 

7. Besides the testing on the MLFP dataset, the results from experimental on 

some videos from YouTube achieved excellent accuracy 100%. 

 

 

 



Chapter Five                                                                                                Conclusions and Future Works  

75 

 

5.2 Future Works 

Several improvements to this work could be made in the future, and the 

following are a few suggestions: 

1. In the future, it will be beneficial to look into the effectiveness of textural 

and structural.  

2. The methods of detection are still in their early stages and various methods 

have been suggested and evaluated but using different datasets. It would 

be a good idea to create a growing dataset and updated benchmark of face 

spoofing detection methods to validate the continuous development. By 

doing that the training process of detection models will be facilitated, 

especially those which require a major training set. 

3. ResNet50 and VGG16 can be used in the future to improve the results.  

4. We can make use of the histogram of the oriented gradient in future work 

for Face Spoofing Detection which may have more accuracy, but the 

complexity will be higher. 
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 الخالصة
 

 

يتم اآلن استخدام أنظمة التعرف على الوجوه في العديد من التطبيقات مثل المعابر الحدودية والبنوك 

اجتذب النشر على نطاق واسع ألنظمة التعرف على الوجه اهتماًما . والمدفوعات عبر الهاتف المحمول

الحيوية للوجه ضد هجمات االنتحال ، حيث يمكن استخدام الصور أو مقاطع الفيديو مكثفًا لموثوقية القياسات 

 .أو القناع ثالثي األبعاد لوجه مستخدم حقيقي للحصول على وصول غير شرعي إلى المرافق أو الخدمات

وم جأدى االنتشار الواسع ألنظمة القياسات الحيوية المستندة إلى التعرف على الوجوه إلى جعل اكتشاف ه

تلتقط معظم أساليب مكافحة انتحال الوجه الحالية . قضية حاسمة بشكل متزايد (PAD) عرض الوجه

ل هذه تستند ك. لتمييز الوجوه الحية عن الوجوه المخادعة( مثل الملمس والعمق واالنعكاس)إشارات مختلفة 

أدى ظهور  .(سيليكونمثل الجلد والزجاج والورق وال)اإلشارات إلى التناقض بين المواد المادية 

خوارزميات التعلم العميق إلى زيادة أداء أنظمة التعرف على الوجوه ، مما أدى بدوره إلى زيادة استخدامها 

. لمقترحتم استخدام الشبكة العصبية العميقة في النظام ا. في التطبيقات التجارية وبيئات التحكم في الوصول

أوالً  :يتكون هذا النظام من ثالث مراحل أساسية. ية النتيجةتمت إضافة طريقة اكتشاف وميض العين لتقو

، وأخيراً  (وكشف وميض العين Deep CNN) ، المعالجة المسبقة للفيديو ؛ ثانيًا ، كشف انتحال الوجه

تم تنفيذ الطريقة المقترحة في هذه الرسالة باستخدام مجموعة  .مرحلة اإلخراج إذا كان الوجه حقيقيًا أو مزيفًا

 ٪20للتدريب و  ٪80تحتوي على نوعين من األقنعة ، يتم تقسيم مجموعة البيانات إلى ) MLFP ناتبيا

التقنية المستخدمة أكثر قوة مقارنة . ٪100الدقة التي نحصل عليها في نهجنا هي . للتقييم أثناء عملية التدريب

 .ثوقية كبيرةبالطرق األخرى ، وقد أعطت نتيجة التجربة بأكملها دقة جيدة للغاية ومو
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